FIELD GUIDE

revenera.

EMPOWER THE USE OF OPEN SOURCE SOFTWARE

Open Source Audit Services

Flexera’s audit services professionals using FlexNet Code Insight provide expert guidance,
analysis, and reporting on license compliance and vulnerability risks to support:

= |nternal baseline audits to better understand what’s in your code

= M&A and due diligence events

= |ntellectual Property (IP) risk management

Forensic Audit

Forensic Audits provide an in-depth, deep level
scan examing all evidence types, including:
Explicit P1 Licenses, Copyrights, Exact
Matches, Binary Files, Emails/URLs, Expanded
Search Terms, Source Code Snippet Matches

AUDIT STYLE

DESCRIPTION

DELIVERABLE

CONTENTS
DESCRIPTION

Forensic Audit Report

The Forensic Audit Report
provides detail for all third-party
open source and commercial
components found in the
codebase.

Bill-of-Materials detailing all
third-party components found
in the codebase.

The audit report contains all
third-party components (open
source and commercial) identified
in the codebase. The report
includes the component’s name,
license, description, project page
URL, license natice, and file list.
Flexera auditors examine all the
evidence flagged by FlexNet Code
Insight and, if determined to be
third-party, discovers the true
origin of the file or source code.

In a Forensic Audit, Flexera’s

goal is to uncover all third-party
components found in the
codebase.

Standard Audit

Standard Audits identify explicit Priority 1

(P1) licenses and significantly large third-party
components. Evidence types include: Explicit
P1 Licenses, Copyrights, Exact Matches,
Binary Files

Standard Audit Report

The Standard Audit Report
identifies specific high priority
open source licenses like the GNU
General Public License (GPL) and
large third-party components
found in the codebase.

Bill-of-Materials detailing the
third-party components found in
the codebase within the scope of
the Standard Audit.

The audit report contains third-
party components (open source
and commercial) identified in the
codebase. The report consists of
the component’s name, license,
description, project page URL,
license notice, and file list.
Flexera auditors examine specific
evidence types flagged by FlexNet
Code Insight and, if determined
to be third-party, discovers the
true origin of the file or source
code. In a Standard Audit, it is
Flexera’s goal to discover third-
party components licensed under
copyleft licenses.
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Forensic Audit Report

Analysis on all evidence types to
determine third-party content.

Review of all files containing
third-party copyright holders.

Review of all files with exact
matches to third-party libraries.

Review of all source code snippets
matched to third-party open
source code.

Review of all third-party email
addresses detected in the
codebase.

Review of all third-party URL
addresses detected in the
codebase.

Review of all search terms
identified by FlexNet Code Insight
to discover third-party content.

Inspection of binary files and
libraries (DLL's, .s0, .zip, .0z, etc.).

Examination and review of
findings of all libraries disclosed
by the client prior to audit start.

Conference session with the goal
of reviewing the Forensic Audit
Report results and answering all
related questions.

Standard Audit Report

Analysis of specific evidence types
with a concentration on copyleft
open source licenses such as the
GNU General Public License.

Review of all files containing
third-party copyright holders.

Review of all files with exact
matches to third-party libraries.

Not applicable unless client
requests this data targeted
at specific portion(s) of the
codebase.

Not applicable unless client
requests this data targeted
at specific portion(s) of the
codebase.

Not applicable unless client
requests this data targeted
at specific portion(s) of the
codebase.

Review of high priority search
terms (such as general public,
gpl, sleepycat, etc.) to discover
copyleft open source licenses.

Inspection of binary files and
libraries (DLLs, .so, .zip, .gz, etc.).

Examination and review of
findings of all libraries disclosed
by the client prior to audit start.

Conference session with the goal
of reviewing the Standard Audit
Report results and answering all
related questions.
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